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Smart speaker usage & data

95, e 'y

people use smart Information in recordings,
speakers in the US!!! transcripts, & metadata



Platform practices
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Need for transparency

?) Data collection and usage by

platforms and skills
Who collects user data & how is it used?

No interfaces to observe
data processing




Auditing framework

Key idea: Expose data and look for collection & usage

| expose data > @
<Capture network traffic on router>
< Observe usage |
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Measure usage in advertising

Relevance to the exposed content

I e.g., clothing ads after interacting with clothing skills

g Higher bids when data is exposed

Advertisers pay more when they have information about the user

D)
amazonalexa
\/‘7



Exposing data & Inferring usage

Repeat this process on 9 smart
speakers to simulate user personas

Establish a (Vanilla) baseline
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collection by platform & third-parties

All skills share data with
(mediator) Amazon

8.3% of traffic goes to
advertisers/trackers
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Data is used to profile users

Amazon processes user interactions

@j (e.g., meta data) to infer user interests

Smart Home: Electronics, Home, Kitchen
Fashion & Style: Beauty, Personal Care, Fashion




Data is used in ad targeting

Statistically significant higher bids  Ads relevant to the installed skills

27X to 30X higher and unique across personas
for some personas
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Data is potentially shared

41 third parties synced their
cookies with Amazon

For most personas bids were
higher from partners

Exceeding 3X for Pets & Animals
and Religion & Spirituality
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Disclosures by skill vendors

Third parties do not clearly disclose their practices

~58% of skills do not provide a privacy policy
~68% of privacy policies do not mention “Amazon” or “Alexa”

Q Policheck to evaluate privacy policies

" 2% skills clearly disclose their data collection
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Disclosures by Amazon

Privacy policy
Alexa Privacy
Alexa Device

No clear disclosure about the usage of data

Hub
FAQs

Che New 1Jork Times

Certain experiences on Alexa, such as streaming music or news videos on your Echo Show
device, may contain ads. Some of those ads may be interest-based. Interest-based ads,

sometimes referred to as personalized or targeted ads, present you with features, products,
and services that might be of interest to you based on your interactions with certain content
or services. For instance, if you ask Alexa to order paper towels or for recipe ideas, you might

see or hear ads related to cleaning products or cooking utensils. We offer you settings to
manage your interest-based advertising preferences.

“(We) do not use voice
recordings to target ads.”

Managing advertising preferences
on Alexa
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Disclosure to regulators

BEUC

The European Consumer
Organisation (BEUC)
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Key takeaways

Framework to audit smart speakers
Requires no cooperation from manufacturer
Generalizable across loT devices
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=== Alexa Echo interaction data is collected by Amazon and third parties
Amazon uses Echo interactions to infer user interests and target ads

Data collection and usage practices are not clearly
disclosed by Amazon and third parties

& umarigbal.com ) privsecresearch.github.io/alexaechos



