
Tracking, Profiling, and Ad Targeting 
in the Alexa Echo Smart Speaker 
Ecosystem
Umar Iqbal

Pouneh Nikkhah Bahrami, Rahmadi Trimananda, Hao Cui, Alexander Gamero-Garrido, 
Daniel Dubois, David Choffnes, Athina Markopoulou, Franziska Roesner, Zubair Shafiq 

Internet Measurement Conference 2023



95Million 
people use smart 
speakers in the US[1]

Information in recordings, 
transcripts, & metadata

Smart speaker usage & data

[1] https://www.statista.com/statistics/967402/united-states-smart-speakers-in-households/
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Platform practices

[1] https://patents.google.com/patent/US10096319B1/en

Patents to infer info. for advertising1  

SkillDetective: Automated Policy-Violation Detection 
of Voice Assistant Applications in the Wild – Young et 
al. USENIX Security ‘22

Dangerous Skills Got Certified: Measuring the 
Trustworthiness of Skill Certification in Voice Personal 
Assistant Platforms -- Cheng et al. CCS ‘20

When Speakers Are All Ears: Characterizing 
Misactivations of IoT Smart Speakers – Dubois et al. 
PETS ‘20
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Need for transparency

Data flow
No interfaces to observe 
data processing

Data collection and usage by 
platforms and skills
Who collects user data & how is it used?
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expose data

Observe usage

Key idea: Expose data and look for collection & usage

Capture network traffic on router

Auditing framework
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Measure usage in advertising

Relevance to the exposed content
e.g., clothing ads after interacting with clothing skills 
 
Higher bids when data is exposed
Advertisers pay more when they have information about the user
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Exposing data & Inferring usage

Skill installation & interaction
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Linked Amazon account

Repeat this process on 9 smart 
speakers to simulate user personas

Establish a (Vanilla) baseline

Capture network traffic
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Data collection by platform & third-parties

Amazon Technologies, Inc.

Functional

amazon.com

amcs-tachyon.com

Sprituality

Connected Car

Smart Home

Pets

Fashion

Dating

Navigation

Beverages

Health

amazonalexa.com

Advertising/Tracking

cloudfront.net
amazonaws.com
acsechocaptiveportal.com
fireoscaptiveportal.com
megaphone.fm
dillilabs.com

Spotify AB
Dilli Labs LLC

podtrac.com
voiceapps.com
a2z.com

Podtrac Inc
Voice Apps LLC

Triton Digital, Inc.

npr.org
youversionapi.com

National Public Radio, Inc.
Life Covenant Church, Inc.

chtbl.com
cdn77.org
libsyn.com
streamtheworld.com

Chartable Holding Inc
DataCamp Limited

Liberated Syndication

amazon-dss.com
meethue.com

Philips International B.V.

garmincdn.com
omny.fm
tritondigital.com

Garmin International

All skills share data with 
(mediator) Amazon 

8.3% of traffic goes to 
advertisers/trackers
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Data is used to profile users

Amazon processes user interactions 
(e.g., meta data) to infer user interests

Smart Home: Electronics, Home, Kitchen
Fashion & Style: Beauty, Personal Care, Fashion
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Statistically significant higher bids 
27X to 30X higher 

for some personas

Data is used in ad targeting

Appeared 7X only on 
Health & Fitness persona

Ads relevant to the installed skills
and unique across personas
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41 third parties synced their 
cookies with Amazon

Data is potentially shared

For most personas bids were 
higher from partners 

Exceeding 3X for Pets & Animals 
and Religion & Spirituality
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Disclosures by skill vendors
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Third parties do not clearly disclose their practices

~58% of skills do not provide a privacy policy
~68% of privacy policies do not mention “Amazon” or “Alexa” 

Policheck to evaluate privacy policies 
~2% skills clearly disclose their data collection



Disclosures by Amazon
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No clear disclosure about the usage of data 
Privacy policy 
Alexa Privacy Hub 
Alexa Device FAQs

“(We) do not use voice 
recordings to target ads.”



Disclosure to regulators
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Key takeaways

Data collection and usage practices are not clearly 
disclosed by Amazon and third parties

Framework to audit smart speakers 
Requires no cooperation from manufacturer
Generalizable across IoT devices

Alexa Echo interaction data is collected by Amazon and third parties 
Amazon uses Echo interactions to infer user interests and target ads 

umariqbal.com privsec-research.github.io/alexaechos


